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Welcome – Housekeeping 
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►Data Bank Administrator Training 
Webinar
Slide Presentation 
NAMSS Continuing Education

►Zoom
• Use Q&A Pod to submit your questions
• Live Q&A
 Administrator and account administration 

only

►Post Webinar
• CE certificates sent within 2 weeks

https://www.npdb.hrsa.gov/community_n_education/webcasts/dataBankAdministratorWebinar.jsp
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General Overview
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General Overview – Entity Account Access Cases

Password Cases
58%

Other Account 
Access Cases 

(DBID/User ID)
30%

User Account 
Management

12%

Calendar Year 2022
N = 9,936



General Overview – Certifying Official
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 Certifying Official is the individual selected and empowered by an
entity to certify the legitimacy of registration for participation in the
NPDB. The Certifying Official is responsible for:
 Signing the Entity Registration Form
 Deactivating the organization’s registration by notifying NPDB

If the Certifying Official is different from the Data Bank Administrator, 
the Certifying Official will not automatically have a user account, 
unless given one by the Data Bank Administrator.





General Overview – Data Bank Administrator Key Functions
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 Key Functions of the Data Bank Administrator(s)
Maintain and Renew Organization’s Registration
 Complete attestation
Maintain Electronic Funds Transfer (EFT) Authorization and Credit

Cards
 Designate Agents on behalf of the entity
 Designate a backup Data Bank Administrator and train on key

functions



General Overview – NPDB User Account Roles
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 User Account Roles 
 Query (query, renew, and search for subjects, and view query responses 

and report updates)
 Report (submit reports and view report certification)
 Billing Lookup (search for and view billing transactions)
 Administrator (manage user accounts, payment methods, and agent 

relationships)



General Overview – System Overview Demo
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Demo
Online 

Administrator 
Overview 



General Overview – Administrator Agreement
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General Overview – Key Takeaways

 An organization should have more than one 
Data Bank Administrator
 Access administrator functions through the 

Administrator Options page
 Complete the formal Administrator Training 

module to create user accounts



General Overview - Quiz #1  
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True or False?

The Certifying Official and the Data Bank 
Administrator are two distinct roles and therefore 
must be two distinct individuals.



General Overview - Quiz #1 Answers
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False

False - The Certifying Official and the Data Bank 
Administrator are two distinct roles for two 
individuals. However, one person can serve as 
both the Certifying Official and the Data Bank 
Administrator.



User Account 
Creation
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User Account Creation – 1. User Account Request 
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User Account Creation – User ID Requirements 

 8 or more characters
 Alpha – numeric only, 🚫🚫 no symbols
 Case sensitive
 Unique User ID’s 



User Account Creation – User Account Request Email
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User Account Creation – Establish User Account

18



User Account Creation – 2. Identity-Proofing

19

Provide either: 
1. Work Badge containing photo, serial 

number, and name of registered 
organization

2. Government-Issued Photo ID if work badge 
is not available or does not have the 
required information



User Account Creation – User Registration Administrator
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User Account Creation – User Registration – Notary 
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User Account Creation – Administrator Notification
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User Account Creation – 3. Pending Account Approval
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User Account Creation  - Approval Options
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User Account Creation  - Approval Notification
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

User Account Creation – Key Takeaways

3-steps
1. Create Request
2. Identity-Proofing
3. Approve User Account

New user email expires after 5 days
Keep the user registration document



User Account Creation – Quiz #2
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True or False?

Once the Data Bank Administrator completes 
and submits the online form after clicking the 
‘Create Account’ button, the user account 
creation process is complete.



User Account Creation – Quiz #2 Answer
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False- Creating an account is a 3-step 
process for the administrator

1. Create the User Account Request
2. Identity-Proof the User 
3. Approve the User Account

False



User Account 
Administration
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User Account Administration – Update User Account
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User Account Administration – User Account Information
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User Account Administration – Notification Preferences
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User Account Administration – Query Response Preference
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User Account Administration – Maintain User Accounts



User Account Creation – Resend Email
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User Account Administration – Edit, Reset, & Delete User Accounts
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User Account Administration – Delete User Account
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User Account Administration – Key Takeaways

 Data Bank Administrators can create, delete, update 
user accounts and reset passwords
 Re-send the user account request email within 5 days 

(if needed)
 Set password, account recovery, challenge questions, 

notification, and query preferences on the user 
account profile screen



User Account Administration – Quiz #3

39

True or False?

Users should contact their Data Bank 
Administrator before the NPDB Customer 
Service Center, if they need to recover their User 
ID or have their password reset.



User Account Administration – Quiz #3 Answer
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True - The Data Bank Administrator has many of 
the tools needed for account administration.  
Therefore, a user can contact the Data Bank  
Administrator for User ID and password 
assistance.

True



Becoming the New 
Administrator

41
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Becoming the New Administrator – 4 Scenarios

 If the current administrator is with the organization:
1. Add the Administrator role if you have a user account
2. If not, create new user account with Administrator role

 If the current administrator is no longer with the organization 
3. Contact Customer Service if you have a user account
4. If not, complete the new administrator registration process 
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Becoming the New Administrator – Key Takeaways

 Create additional users with the administrator role
 It is easiest to become the new administrator when your 

current administrator is still with the organization
 Designate a new administrator before you leave your 

organization
 NPDB only resets passwords for Data Bank Administrators



Becoming the New Administrator – Quiz #4
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True or False?

One way to become a new administrator (when the 
current administrator is leaving the position), is to 
sign into the user profile of that account and update 
the information with the new administrator’s 
information. 



Becoming the New Administrator – Quiz #4 Answer
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False- The simplest way to become a new 
administrator is if your current administrator is still 
with your organization and you have a user account.  
The current administrator would simply add the 
administrator role to your current user account. 

False



Passwords & Self-
Service
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Passwords & Self-Service – User Account Help 
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Passwords & Self-Service – Challenge Question
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Passwords & Self-Service – Create New Password

Screenshot of Password Requirements
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Passwords & Self-Service – Check Email Notification

Screenshot of Password Requirements
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Passwords & Self-Service – Password Activation Email
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Passwords & Self-Service – Password Requirements

Passwords must have:
 At least 15 characters
 At least 5 different characters
 No repeated characters (such as “aaaa”)
 may contain upper case letters, numbers, or symbols



53

Passwords & Self-Service – User ID & DBID Recovery

Steps to recover your User ID or DBID:
1. Select the User ID or DBID tab on the Need Help page
2. Enter the required information
3. Answer the challenge question correctly
4. Select the link from the email received and sign in to the 

NPDB
5. Once signed in, the needed credential will be displayed



54

Passwords & Self-Service – Send Me A Password
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Passwords & Self-Service – Key Takeaways

 Use “Account Help” to reset passwords, recover credentials
 Users contact account administrator for support
 Administrators contact Customer Service for support

 Adding mobile number to account  no more password expiration 
notices!
 55-day Passwords expirations
 Use one Sign in method consistently
 Password 
 Mobile number



Passwords & Self-Service – Quiz #5
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True of False?

I will need to know two out of the three account 
credentials (DBID, User ID, Password) in order to 
recover the third credential. 



Passwords & Self-Service – Quiz #5 Answer
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True - You will need your password to 
recover your User ID and DBID. You will 
need your DBID and User ID to reset your 
password

True



Using NPDB Account 
Credentials with 
Credentialing
Software 
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Account Credentials with Credentialing Software – NPDB Account Lockout

NPDB
DBID

User ID
NPDB System Password

Credentialing 
Software 
System
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Account Credentials with Credentialing Software – Key Takeaways

Your credentialing software must use your 
NPDB account credentials when submitting 
NPDB transactions

Contact your credentialing software vendor for 
guidance on where to enter your NPDB 
account credentials within the software



Account Credentials with Credentialing Software – Quiz #6
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True or False?

Using the mobile phone sign in method is not 
recommended if your account credentials are also 
being used with your credentialing software.



Account Credentials with Credentialing Software – Quiz #6 Answer
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True - We recommend against using the mobile 
phone sign in method when using NPDB user 
account credentials with credentialing software

True



Wrap Up
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Resources
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Help When You Need It

• Website: www.npdb.hrsa.gov
• Infographics
• NPDB Guidebook
• Recorded webinars
• Regulations NPDB Customer Service 

Center
800.767.6732

help@npdb.hrsa.gov

http://www.npdb.hrsa.gov/
https://www.npdb.hrsa.gov/helpCenter/infographics.jsp
https://www.npdb.hrsa.gov/resources/aboutGuidebooks.jsp
https://www.npdb.hrsa.gov/community_n_education/webcasts.jsp
https://www.npdb.hrsa.gov/resources/aboutLegsAndRegs.jsp


Tell Us What You Think

Take a Survey About This Webcast

• You will receive the survey via e-mail immediately after the webinar.

• The survey will close on Wednesday, March 1, 2023
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Connect with HRSA

Learn more: HRSA.gov

Sign up for HRSA eNews:

Follow us:
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https://facebook.com/HRSAgov/
https://twitter.com/hrsagov
https://www.instagram.com/hrsagov/
https://www.linkedin.com/company/us-government-department-of-health-&-human-services-hrsa/
https://www.youtube.com/user/HRSAtube
http://www.hrsa.gov/


Popular Questions and Open Q&A Forum
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